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(University of Bergen)
Most people and companies store important information using cloud storage services that are
outside their direct control. The information may be personal, such as emails, photos and videos,
medical records and financial information. How can we be sure that our data is safe from the prying
eyes of cloud operators, other cloud users or outside agencies? How can we be sure that our data
will remain available to us when we need it?
Security of information is an essential
aspect of business and government
activity, whether it relates to protection
of corporate knowledge, integrity of
financial transactions, or reliable storage
and transmission of data. The transition
to cloud computing necessitates extra
security measures to protect valuable
data that is no longer under the direct
control of its owner. This issue has been
widely recognized; the industry-led
Cloud Security Alliance (www.cloudsecurityalliance.org) was formed in 2008,
and the NIST guidelines on cloud security and privacy were published in 2011
[2]. The Snowden revelations of 2013
and 2014 have changed the IT security
priorities and it is now understood that

there is an urgent need for protection of
personal, business, and government
data against pervasive monitoring and
infiltration.
The
collaborative
project
Cryptographic Tools for Cloud Security,
funded by the Norwegian Research
Council from 2016 to 2019, will study
new cryptographic tools to enable cloud
security against powerful attackers. The
research involves experts at Norwegian
University of Science and Technology
and University of Bergen, in cooperation with University of Mannheim.
The new cryptographic primitives, protocol and models that we will develop

Figure 1: Simple client-side deduplication in which different clients sequentially request the
server to store different files Fi. The client first sends hashes of the files, H(Fi). The server
checks if files with those hash values are already stored and, if not, the client sends the files.
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will lead to theoretical advances as well
as practical outcomes. We are following
the current important trend in cryptographic research to connect rigorous
results strongly to real-world usage.
This is now both possible and timely
given that a level of maturity has been
reached in cloud computing which will
allow us to demonstrate the practical
effectiveness of our proposals, to complement the theoretical analysis.
Cryptography has traditionally been
used to protect data while it is being
transmitted over insecure networks or
while it is at rest in static storage. These
services remain important in the cloud
as it is essential to protect both confidentiality and integrity of data while it
is transmitted between client and cloud
server and while it is at rest in cloud
storage. At the same time, new
approaches are also required for at least
two reasons.
• Data in cloud storage is frequently
shared between multiple parties, may
be stored in geographically distributed nodes, and needs to be updated
incrementally. This requires the
development of practical techniques
to allow cloud users to efficiently
verify the integrity and availability of
their data, including where it is located.
• We often want to process data in the
cloud without necessarily trusting the
cloud operator. Therefore, we want to
be able to compute on encrypted data.
This can include basic operations
such as searching through encrypted
records through to full-scale processing of any function. Gentry’s theoretical breakthrough of fully homomorphic encryption in 2009 remains
impractical in general, but exploring
compromises which are both efficient
and secure is an important theme of
our project.
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One main area of focus of our research is
secure deduplication. By deduplication
we mean that the server stores only a
single copy of each file, regardless of
how many clients asked to store that file,
in order to make significant savings in
both storage and bandwidth. Note that
large files such as movies and software
are very likely to be shared by many
users. Generally, deduplication can be at
client-side (which saves both storage
and bandwidth) or server-side (which
only saves storage). However, deduplication contrasts with users’ desire for
security: if two users A and B upload the
same file encrypted under independent
keys kA and kB, the server will receive
independent ciphertexts and will thus be
unable to perform deduplication.
One possible solution is to derive the
encryption key from the file itself [1];
but this approach will only give security

against an adversarial server with the
unrealistic assumption that files are
unpredictable. Other security issues arise
irrespective of any encryption. For
example, suppose that the cloud service
provider (CSP) employs client-side
deduplication (see Figure 1) in which the
client first sends a short identifier to the
CSP and the CSP tells the client to
upload the full file only if it is not already
stored. An adversarial user can create a
template of a file (e.g., an employment
contract of Bob) and attempt a number of
uploads of files that only differ in one
detail (e.g., salary) and at some point the
upload will be halted by the CSP,
meaning that this file is already stored
(and thus learns Bob’s salary) [3]. We are
working on schemes which defend
against such attacks by differentiating
between files that are popular (and thus
promise significant savings from deduplication) and those that are not.
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A New Architecture for Developing
Cryptographic Cloud Services
by Thomas Lorünser (AIT Austrian Institute of Technology GmbH), Daniel Slamanig (TU Graz), Thomas
Länger (University of Lausanne) and Henrich C. Pöhls (Universiy of Passau)
The EU Horizon 2020 PRISMACLOUD research project is dedicated to enabling secure and
trustworthy cloud-based services by improving and adopting novel tools from cryptographic research.
Relying solely on legal contracts and
trusting the cloud is not a solution to the
problems of security and privacy in the
cloud. PRISMACLOUD [L1] [1] tackles
these issues with the help of strong cryptographic primitives. Currently, the use
of the cloud is not feasible for many
security and privacy conscious purposes,
such as eHealth and eGovernment,
owing to the low pervasion of existing
strong cryptographic primitives.
In order to tackle and organise the complexity involved with the construction of
cryptographically secured services, we
introduce a conceptual model denoted as
the PRISMACLOUD architecture [2],
which is organised in four tiers (Figure
1). These layers of abstraction help to
specify and analyse security properties
on different levels; they also define connection points between the different disciplines involved in the creation of
secure and privacy preserving cloud
services: cryptographers, software engineers/developers and cloud service
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architects. On the uppermost (i) application layer are the end user applications. Applications use the cloud services of the (ii) services layer to achieve
the desired security functionalities. The
cloud services specified there are a representative selection of possible services that can be built from the tools
organised in the (iii) tools layer. In particular, they represent a way to deliver
the tools to service developers and
cloud architects in an accessible and
scalable way. Together the tools constitute the PRISMACLOUD toolbox.
Tools encapsulate the required cryptographic primitives and protocols from
the (iv) primitives layer, which is the
lowest layer of the PRISMACLOUD
architecture.
Instead of directly integrating cryptography into applications or services, the
PRISMACLOUD architecture introduces the tool layer as an additional
level of abstraction: A tool represents a
basic functionality and a set of require-

ments it can fulfil. It can therefore be
regarded as an abstract concept which
could be realised as a piece of software,
e.g., a library, which is composed of
various primitives which can be parametrised in various ways. From the
tools of the toolbox, the services of the
next layer can be built. A service can
therefore be seen as a customisation of a
particular tool for one specific application. It is a way to deliver the tool to
system and application developers, the
users of the tools, in a preconfigured
and accessible way. They will be able to
integrate the services without a deeper
understanding of tools and primitives
and ideally without even being an IT
security expert. A service provides a full
implementation of all the required features as well as concrete interfaces in
the form of an application programming
interface (API), suitable to be deployed
as a cloud service. In PRISMACLOUD
we have chosen to specify a selection of
services that we will develop during the
project that can showcase the suitability
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